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DETAILED ACTION 
Response to Amendment 

1. The Information Disclosure Statement is now in compliance with the provisions of 37 
CFR 1.97, 1.98 and MPEP § 609, since the applicant has provided all of the non-patent literature 
references cited in the Noveember 3, 2003 IDS. 

2. The amendments made to Claims 1, 5, 10 and 16 have been acknowledged. 

3. Claims 1 -20 stand rej ected. 

Claim Rejections - 35 USC §102 

4. The following are quotations of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

5. Claims 1-19 are rejected under U.S.C. 102(b) as being anticipated by Brown et al. (US 
Patent 5,542,058) 

Claim 1 . (AMENDED) A method in a computer system of restricting access to 

memory, the method comprising: (Abstract, lines 1-4 - State that the chip 
(which has a method) adheres to strict read and write ordering, which 
shows that there is a restriction to memory access) 

- setting a memory location to indicate a trap should occur when the 
memory location is accessed; (Abstract, lines 7-11 - State that the 

specifier queue synchronization counter** is what captures (traps) 
synchronization points to coordinate memory request operations) 

- under control of a an authorized of a computer program, setting a 
pointer to point to the memory location , the pointer indicates that traps 
to the pointed to memory location are enabled; (Column 28, lines 13- 
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75 - State that there is a microtrap selector (pointer) that applies an 
address to a selector under certain conditions) 
- and accessing the memory location using the set pointer so that a trap 
occurs and access to the restricted memory location is detected; 
(Column 28, lines J 5-1 7 ~ State that when the microtrap occurs, the 
microcode control is transferred to the service microroutine beginning 
at the microtrap address) 

and under control of an authorized portion of a computer program, 
setting a pointer to point to the memory location that indicates that 
traps to the pointed to memory location are disabled; (Column 10, lines 
22-32 - State that there are pointers that accesses data in the register 
file in the execution unit, which houses the micropipelined unit which 
has the ability to stall and trap. Column 28, lines 44-47 - State that 
there is no microtrap from the selector, so the next address is applied 
from the selector 195 to the selector 183 for entering into the latch 
182, which means that there is a pointer to the addresses. " (Column 
5, lines 24-26 - State the following ^'According to another feature, the 
VAX architecture includes a variable bit field operand type that does 
not restrict the location of operand data ") 

and accessing the memory location using the set pointer so that a trap 

does not occur and access to the restricted memory location is allowed. 

(Column 28, lines 44-47 -State that there is no microtrap from the 

selector, so the next address is applied) 
Claim 2. The method of claim 1 wherein a user program typically accesses memory 
locations using pointers with traps enabled. (Column 10, lines 22-32 - 
State that there are pointers that accesses data in the register file in the 
execution unit, which houses the micropipelined unit which has the ability 
to stall and trap) 

Claim 3. The method of claim 1 including setting all memory locations of a data 
structure to indicate a trap should occur when the memory locations are 
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accessed. (Column 27, lines 53-57 - State the following: ''Frequently used 
microcode is usually defined as microsubroutines stored at selected 
addresses in the control store, and when one of these subroutines is called, 
the return address is pushed onto a microstack 189 for use upon executing 
a return, " In other words, all memory locations of a data structure are set 
when appropriate) 

Claim 4. The method of claim 1 wherein when the memory location is accessed, 
invoking a trap handler. (Column 10, lines 33-39 - State that the 
microinstruction control unit determines the next microword (memory 
location) to be fetched from the control store (memory)) 

Claim 5. (AMENDED) A system for restricting access to memory, the system 
comprising: (Figure 1) 

- means for, xmder control of a computer program, indicating that a trap 
should occur when a memory location is accessed; (Column 21, lines 
1 7-20 - State that the access control violation is an example of an 
exception (which causes a trap to occur)) 

- means for, under control of the computer program, setting a pointer to 
a memory location wherein the pointer has an indication of trap 
handlin g depending on whether an unauthorized or authorized portion 
of the computer program is accessing the memory location ; (Column 
21, lines 55-61 - State that the microtrap causes the execution unit to 
inject the address (aXa, point) for the event into the address latch for 
the control store) 

- means for accessing the memory location; and (Column 22, lines 45- 
49 - Describe how memory is accessed) 

- means for handling a trap wherein propriety of the access is 
determined based on the indication that the trap should occur when the 
memory location is accessed and the indication of trap handling in the 
pointer set to the memory location . (Column 21, lines 60-61 - 
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Declares that the ''execution unit 23 microcode routine will process 
the exception as appropriate") 
Claim 6. The system of claim 5 wherein the indication of trap handling is enabled. 

(Column 27, lines 34-36 - State that there is a selector that selects 

whether or not the microtrap is enabled) 
Claim 7. The system of claim 5 wherein the indication of trap handhng is disabled. 

(Column 27, lines 34-36 - State that there is a selector that selects 

whether or not the microtrap is enabled) 
Claim 8. The method of claim 5 wherein the propriety is unauthorized. (Column 2, 

lines 5-8 - State that "the PC returned is the PC of the opcode of the next 

instruction to execute. The microcode then constructs the appropriate 

exception frame on the stack, and dispatches to the operating system 

through an appropriate vector'*) 
Claim 9. The method of claim 5 wherein the propriety is authorized. (Column 2, 

lines 5-8 - State that "the PC returned is the PC of the opcode of the next 

instruction to execute. The microcode then constructs the appropriate 

exception frame on the stack, and dispatches to the operating system 

through an appropriate vector") 
Claim 10. (AMENDED) A computer-readable medium for restricting access to 

memory, comprising: (Figure I) 

a data structure with a plurality of elements; (Figure 7 - Shows a data 
structure with a plurality of elements) 

- a pointer to an element in the data structure, (Column 28, lines 13-15 - 
State that a microtrap selector (pointer) has a number of inputs and 
applies an address to a selector) 

- the pointer having a first indication of whether a trap is enabled 
depending on whether an unauthorized or authorized portion of a 
computer program is accessing the data structure; (Column 28, lines 
13-15 - State that there is a microtrap selector (pointer) that applies 
an address to a selector under certain conditions) 
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for each element, a second indication of whether a trap is enable d, the 
second a indication being distinct from the first indication ; (Column 
10, lines 22-32 - State that there are pointers that accesses data in the 
register file in the execution unit, which houses the micropipelined unit 
which has the ability to stall and trap) 
- and a handler including instructions for handling the enabled trap. 
(Column 10, lines 33-39 - State that the microinstruction control unit 
determines the next microword (memory location) to be fetched firom 
the control store (memory)) 
Claim 11. The computer-readable medium of claim 10 wherein the indication for an 
element is enabled. (Column 10, lines 22-32 - State that there are pointers 
that accesses data in the register file in the execution unit, which houses 
the micropipelined unit which has the ability to stall and trap) 
Claim 12. The computer-readable medium of claim 10 wherein the handler is 
invoked when the element in the data structure is accessed through a 
pointer whose indication is enabled. (Column 10, lines 33-39 - State that 
the microinstruction control unit determines the next microword (memory 
location) to be fetched from the control store (memory). Column 28, lines 
13-15 - State that there is a microtrap selector (pointer) that applies an 
address to a selector under certain conditions) 
Claim 13. The computer-readable medium of claim 10 wherein the handler is not 
invoked when the element in the data structxu"e is accessed through a 
pointer whose indication is disabled. (Column 28, lines 44-47 -State that 
there is no microtrap from the selector, so the next address is applied from 
the selector 195 to the selector 183 for entering into the latch 182, which 
means that there is a pointer to the addresses) 
Claim 14. The computer-readable medium of claim 13 wherein the indication for an 
element is disabled. (Column 28, lines 44-47 - State that there is no 
microtrap (element is disabled) from the selector, so the next address is 
applied) 
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Claim 15. The computer-readable medium of claim 13 wherein the handler is 
invoked when the element in the data structure is accessed through a 
pointer whose indication is enabled. (Column 10, lines 33-39 - State that 
the microinstruction control unit determines the next microword (memory 
location) to be fetched from the control store (memory). Column 28, lines 
13-15 - State that there is a microtrap selector (pointer) that applies an 
address to a selector under certain conditions) 

Claim 16. A system for restricting access to memory comprising: (Figure I) 

- a component that sets a memory location to indicate a trap should 
occur when the memory location is accessed; (Abstract, lines 7-11 - 
State that the "specifier queue synchronization counter" is what 
captures (traps) synchronization points to coordinate memory request 
operations) 

a component that, under control of an unauthorized portion of a 
computer program, sets a pointer to point to the memory location, the 
pointer indicates that traps to the pointed to memory location are 
enabled; (Column 28, lines 13-15 - State that there is a microtrap 
selector (pointer) that applies an address to a selector under certain 
conditions) 

and accesses the memory location using the set pointer so that a trap 
occurs and access to the restricted memory location is detected; 
(Column 28, lines 15-17 - State that when the microtrap occurs, the 
microcode control is transferred to the service microroutine beginning 
at the microtrap address) 

- and a component that, under control of an authorized portion of a 
computer program, sets a pointer to point to the memory location, the 
pointer indicates that traps to the pointed to memory location are 
disabled; (Column 10, lines 22-32 - State that there are pointers that 
accesses data in the register file in the execution unit, which houses 
the micropipelined unit which has the ability to stall and trap. Column 
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28, lines 44-47 - State that there is no microtrap from the selector, so 
the next address is applied from the selector 195 to the selector 183 
for entering into the latch 182, which means that there is a pointer to 
the addresses) 

- and accesses the memory location using the set pointer so that a trap 
does not occur and access to the restricted memory location is allowed. 
(Column 28, lines 44-47 - State that there is no microtrap from the 
selector, so the next address is applied) 

Claim 17. The system of claim 16 wherein a user program typically accesses 

memory locations using pointers with traps enabled. (Column 10, lines 22- 
32 - State that there are pointers that accesses data in the register file in 
the execution unit, which houses the micropipelined unit which has the 
ability to stall and trap) 

Claim 18. The system of claim 16 including a component that sets all memory 
locations of a data structure to indicate a trap should occur when the 
memory locations are accessed. (Column 27, lines 53-57 - State the 
following: "Frequently used microcode is usually defined as 
microsubroutines stored at selected addresses in the control store, and 
when one of these subroutines is called, the return address is pushed onto 
a microstack 189 for use upon executing a return. In other words, all 
memory locations of a data structure are set when appropriate) 

Claim 19. The system of claim 16 wherein when the memory location is accessed, a 
trap handler is invoked. (Column 10, lines 33-39 - State that the 
microinstruction control unit determines the next microword (memory 
location) to be fetched from the control store (memory)) 
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Response to Arguments 

6. Applicant's arguments (filed January 24, 2006) with respect to claims 1-19 have been 
considered but are moot in view of the previous, new and following ground(s) of rejection. 

7. With regards to Claim 1, the Applicant alleges that Brown's "specific queue 
synchronization pointer is not an indicator that a trap should occur when the memory location is 
accessed". However, Brown states "The microinstruction control unit 24 itself resides in the S2 
section of the pipeline, and accesses microcode contained in the on-chip control store 43 . The 
control store 43 is addressed by an 1 1 -bit bus 1 8 1 fi-om the microsequencer 42. The current 
address for the control store is held in a latch 182. and this latch is loaded fi'om a selector 183 
which has several sources for the various addressing conditions , such as jump or branch, 
microstack, or microtrap) (Column 27. lines 29-37) . Therefore, the AppUcant's argument is moot 
in view of the prior art. 

8. With further regards to Claim 1, the Applicant alleges that Brown "neither teaches nor 
suggests that its pointer indicates that traps to the pointed to memory are disabled". The 
applicant also states that in Brown, "the trap does not occur because the pointer that was used to 
access the memory location indicated that the traps are disabled". However, Brown states "If 
last cycle is indicated, and there is no microtrap fi*om selector 192, the next address is applied 
fi-om the selector 195 to the selector 183 for entering into the latch 182" (Column 28, Hues 44- 
47). The Examiner maintains his position that the above along with the aforementioned 
rejections maintain validity and teach the Applicant's proposed invention. 

9. Finally in regards to Claim 1, the Applicant argues that Brown fails to disclose "an 
authorized portion of a computer program". However the Examiner respectfully maintains that 
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the Applicant fails to thoroughly define what is meant by "authorized", and therefore the 
Examiner offers the following as an adequate teaching of the proposed invention: "According to 
another feature, the VAX architecture includes a variable bit field operand type that does not 
restrict the location of operand data" (Column 5, lines 24-26). Furthermore, Brown teaches the 
"unauthorized" feature with the following" Issuing references "out-of-order" in a macropipeline 
introduces complexities in the memory management unit 25 to guarantee that all references will 
be processed correctly within the context of the instruction set, CPU architecture, the 
macropipeline, and the memory management unit 25 hardware. Many of these complexities take 
the form of restrictions on how and when references can be processed by the memory 
management unit 25" (Column 35, lines 39-45). 

10. Claims 5-19 are rejected for the same reasons mentioned above for Claim 1, including the 
amended portions. 

Conclusion 

1 1 . AppHcanf s amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Apphcant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

12. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS fi*om the mailing date of this action. Li the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 

CFR 1.136(a) will be calculated fi*om the mailing date of the advisory action. In no event. 
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however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

13. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Lev 1. Iwashko whose telephone number is (571)272-1658. The 
examiner can normally be reached on 9 Hours Schedule), from 8-4PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Matt Kim can be reached on (571)272-4182. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status information for 
unpublished applications is available through Private PAIR only. For more information about 
the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




Lev Iwashko 
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